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1
Decision/action requested

This is for information only.
2
References

[1]
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[3]
The CERT Guide to Coordinated Vulnerability Disclosure
3
Rationale

This contribution presents an update of the 3GPP CVD program. The goal is to ensure it follows the available best practises and recommendations such as ISO/IEC 27001:2013 [1], ISO/IEC 29147:2018 [2] and the CERT Guide to Coordinated Vulnerability Disclosure [3]. 

The update covers the following aspects

3.1
Roles and responsibilities

Coordinator: The program requires a designated person who can act as the main contact point with the Finder and help in coordinating internal discussions and actions. The proposal is that MCC designates one staff member for this role.

Steering: This team is the first line of investigations to decide on further actions. The proposal is that this team includes the Coordinator, the SA3 leadership, the SA3-LI leadership and the SA3 leadership alumni members who happen to be still active in 3GPP since the creation of the CVD program. The SA3 leadership alumni members may choose to opt out this team.
Finder: The individual or organization who has submitted a vulnerability to the program.
3.2.
Commitment and expectations

The expectations on everyone involved must be clear to everyone. Furthermore, there must be strict deadlines for interaction with the Finder. This is important for the success of the program and towards individuals and organizations putting efforts and choosing to share their findings with 3GPP through this program. 
The expectations are covered in the description of the different roles in clause 3.1. For the deadlines, as a minimum, the program should commit to a quick initial reply towards the finders and a final (closure) reply at the end, even in the case where no remediations are planned.

3.3
Administration
Administration aspects such as storage and numbering of the disclosures are left to MCC. There may be a long period of time from the point a vulnerability is submitted to the program until it is disclosed (ex. through a conference article). Therefore, it is important to keep a track record of the internal status of the analysis, the decisions taken and all the related communication with the Finder. 

The process for submission handling is outlined in clause 4.2 below. Whilst the level of details may seem excessive, it is necessary to streamline the process and to facilitate planning and resource allocations.
4
Detailed proposal

Clause 4.1 includes the new content for the CVD webpage and clause 4.2 gives a detailed description on the submission handling process.
4.1
Webpage content   

Coordinated Vulnerability Disclosure (CVD)

In conjunction with other Standards Development Organizations and related bodies, 3GPP has put in place a mechanism by which individuals or organizations, not active in 3GPP, can notify us of suspected or proven vulnerability caused by errors, omissions or ambiguities in our Technical Specifications, particularly those which could give rise to security breaches or loopholes which could compromise components of 3GPP networks, terminal equipment connected to those networks, or to other interworking networks or equipment. 

We take such threats seriously and will do our utmost to resolve any vulnerabilities notified to us so that users of our Technical Specifications can do so with confidence that they do not present opportunities for malicious third parties to discover and exploit any shortcomings in our Specs.
Definitions

Steering team: This team is responsible for the handling of the CVD submissions including triage, resolution and interaction with the Finder on the progress of the submission.

Finder: The individual or organization who has submitted a vulnerability to the program.

Vulnerability: A security weakness which can be exploited by a threat actor.
CVD process
Once a vulnerability is received; the Steering team will assess it is validity and decide whether to pursue it or not. Either way, the Finder will be notified within 30 days. For pursued cases, the Steering team will involve the appropriate Working Group so that a resolution is reached in as short time as possible. The Steering team guarantees to notify the Finder in the event of any such resolution. 3GPP aims to resolve pursued cases within 90 days of reporting though it may take longer for complicated fixes. Throughout the whole process, the Finder will be kept informed on the status of the submission. Finder who opts in for public recognition may be added to the Hall of Fame. Acceptance for entry to the Hall is left at the discretion of 3GPP.
Finder responsibilities
3GPP requests the Finder not to share knowledge of the vulnerability with third parties until 3GPP has resolved it, and of course we ask you not to exploit that vulnerability except inasmuch as this might be necessary to gather enough data necessary to report it to 3GPP. 

3GPP responsibilities

3GPP will treat the vulnerability submissions with confidentiality. 3GPP will acknowledge the receipt of the submission within 7 days, will inform the Finder on the preliminary decision to pursue it or not within 30 days and will strive to reach a resolution as soon as possible. Finders who chose not to make the submission anonymously will be kept informed on the status of their submission. On a case to case basis, 3GPP may add a Finder to the Hall of Fame.
Report a vulnerability
Report a vulnerability   

Hall of Fame

Welcome to the 3GPP Hall of Fame. 

3GPP would like to thank the following finders for their submissions to the 3GPP CVD program. 3GPP both acknowledge and recognize their contributions to a better security in our Technical Specifications.

Name



Date




Submission  

4.2
Submission handling process
4.2.1
Roles and responsibilities

Coordinator: The person who acts as the main contact point with the Finder and help in coordinating internal discussions and actions.

Steering team: This team is the first line of investigations to decide on further actions. This team includes the Coordinator, the SA3 leadership, the SA3-LI leadership and the SA3 leadership alumni members who happen to be still active in 3GPP since the creation of the CVD program. The SA3 leadership alumni members may choose to opt out this team.

Finder: The individual or organization who has submitted a vulnerability to the program.
4.2.2
Process steps

The table below outlines the CVD submission handling process. 
	Timeline
	Actors
	Actions

	Day 1 (submission)
	Finder
	The Finder submits a vulnerability report to the program.
The Finder may choose to submit the vulnerability anonymously, in which case no further communication with the Finder shall take place.

	Latest by day 7 (acknowledgement)
	Coordinator
	The Coordinator allocates a unique identifier to the submission and stores it in the internal database.


	Latest by day 30 (decision)
	Steering team
	The Steering team analyses the submission and takes a decision either to pursue it or not.

Submissions that are not to be pursued shall be immediately closed (see clause 4.2.4) while the work on pursued ones shall carry on.
Either Way, the Coordinator shall keep the Finder informed.

	Latest by day 90+ (conclusion)
	Finder

Steering team
	Together with the Finder, the Steering team continues to analyze the vulnerability and strives to reach a conclusion as soon as possible (see clause 4.2.4).

The aim of such an analysis is how and whether to present the submission before its planned full disclosure date, if any.
When such a presentation is made during plenary meetings, the delegates must be reminded of the sensitive nature of the issue and that information on the case shall not be shared outside of the group, for example over the reflector (see clause 4.2.3). 

The Coordinator shall assist with meetings set up and actions and decisions recording. 

Whenever needed, the Coordinator shall relay any requests/responses between the team and the Finder. 

The Finder may be requested to inform the Coordinator for example if the submission becomes public. 

For Finders who opts in public recognition, the Steering team may decide to accept their submission for entry to the Hall of Fame. Such a decision is left at the discretion of the Steering team.

	No time restriction (resolution)
	Steering Team
	In case a resolution is agreed, the Steering team notifies the Finder with a pointer to the documents where the resolution appears (CRs, specifications, etc.).


4.2.3
CVD discussions

In general, email discussions about CVDs and related activities between the Steering team members shall be made via a closed email list. 
Whenever CVD submissions are discussed during plenary meetings, the delegates must be reminded of the sensitive nature of the matter at hand. Under no circumstances, the delegates may disclose information about the case outside the group, for example over the reflector. Under no circumstances, the delegates may attempt to try to identify or reach out directly to the Finder. Any communication with the Finder shall be through the Coordinator.

4.2.4
Closure of cases

Closure of submissions can be reached in different ways. Rejected submissions are immediately closed. Pursued submissions must be concluded by the Steering team as soon as possible. Conclusion in this context means that the Steering team together with the Finder agrees on how to present the submission to the identified target working group. Cases may be closed before the conclusion deadlines for example in the event of the submission being published in a blogpost, in conference proceeding, etc.
4.2.5
Rules of involvement

All the involved members in the Steering team shall be made aware of the sensitive nature of the matter at hand. Under no circumstances, a member in this team may disclose information about the case to members outside the team unless legally obliged. Under no circumstances, a member in this team may attempt to reach out directly to the Finder. Any communication with the Finder shall be through the Coordinator.

The involved members shall strive to be impartial. They shall use the information about the case responsibly, and not for their own or their company's benefit.

The members' commitment to the program is important for its success. All communication in the CVD related lists shall remain confidential. 
4.2.6
Reporting activities 

The Steering team shall regularly inform the SA3 working group about the CVD related activities during official meetings for example whenever there is a new submission or a status change in an existing case. The Steering team may choose to do that via a verbal presentation or documents submitted to the meeting.
Any such documents, henceforth referred to as CVD activity reports, shall be only submitted for information to SA3 with the source being set to "CVD Steering team".

A CVD activity report shall not include any information that may compromise the confidentiality of any disclosure unless it has become public for example in a conference proceeding. In which case, the report may include public information such as links to related articles. For cases that have not yet been publicly disclosed, it is left to the discretion of the Finder to decide (together with the Analysis team) on how much information about the case is included in the report.
